Abstract-With emerging technology and support for 4G and 5G network, considering Internet and Intranet, the bandwidth is not a big of a problem as it was before. The main concern now is the implementation of security and how efficiently we can send the data to recipients. We have come up with an awesome concept that takes confidentiality and availability as mainstream. The idea in simple words is like our concept in addition to Dijkstra's algorithm running on SCTP will provide an excellent secure transmission of data over the network. The focus of our research is on how to handle the data in a different way so that we can reduce the amount of space needed for storage and helps to reduce the time and space complexity. This goal will again be helpful when there is a huge junk of data to be sent over the internet in a split of a second. The intent of using SCTP (Stream Control Transmission Protocol) is that it is more reliable and has high throughput both in proactive and reactive manner.
I. INTRODUCTION
The size of the network is increasing day by day. More and more people are getting connected to the internet. As the number increases, people are very much interested to know others' information in the network. Thus, security plays a major role in providing secure handling of user data. Apart from security, many other factors such as bandwidth are involved in a network communication. Today with the advent of emerging communication technologies such as 4G and 5G, bandwidth is no more an issue when it comes to different networks like internet and intranet. Instead, the implementation of security is one of the major concerns. Providing security to our data becomes the very challenging part in making a successful communication or transferring data over the internet [1] [2] [3] . Focusing on the various aspects of security, we should keep in mind that they depend on the kind of network it is applied for. Same security solutions cannot be applied to all type of network rather different techniques must be used to prevent data threats or prevent the data from being hacked. Encryption and decryption are the major part of providing a better security to any communication.
There are many modules other than encryption/decryption, which must be configured in such a way that they work well together with other such components. For example, if we talk about intranet, the connection is between the computers inside an organization. In these cases, we do not have to implement all the encryption techniques that are applied to the data being transferred over the internet. Either few of the techniques or no techniques is needed for secure transmission of data. Security is a big issue in these places if some computers became vulnerable to attacks and the third person has a way to penetrate the network [4] . Since the data here is to be sent as a single module rather sending as separate modules and fewer security features are installed, they became more vulnerable when an attacker is inside the network. Attacks such as Zombie attack, MAC flooding, MAC spoofing, IP spoofing, Botnet attacks are possible in this case [5] [6] .
In the event of the internet, the techniques to handle the data and provide security are entirely different. We are not much concerned about attacks like MAC flooding. Instead, we are very much concerned about packet sniffing attacks, Manin-the-Middle attacks and so on. Security can be applied both by hardware approach and by software approach. High-level security can be implemented only by software techniques [7] . One must be very sure about what type of network he is about to secure, before applying any security techniques.
To overcome this situation and to use a technique that is very common for any network, we have introduced a new concept stated as the "awesome concept" in this paper since this technique deals with the data compression, data manipulation, encryption, packetizing and decryption. The packet loss in this concept is comparatively very less than most of the other methods and protocols [8] .
We proceed through a series of steps to implement the concepts. Following are the steps followed by this algorithm to make an efficient, reliable and successful communication.
• First, convert the given data into binary data.
• Transform these binary bits into matrices form, most particularly square matrix. If the square matrix is not possible, try to make a square matrix of maximum size, put rest of the bits separately, and append zeros at the end.
• Separate each column of the above matrix and prepare it to send over the internet using SCTP.
• Each column becomes a data packet for the transmission channel.
• This algorithm can be extended further by jumbling the columns and add a column tag number to retrieve back the data or even this matrix can be separated as rows (after column jumbling) and sent via the channel.
• The file compression is mainly handled using the space between the characters in our original text.
The data packet will also contain extra information such as header, trailer, receiver's IP and routing details and then this data packet will be sent through a random path in the transmission channel. Since the path to be taken by the data packet is not fixed, it becomes difficult for the attacker to trace the packet. The main part of this concept relies on data compression and encryption/decryption technique. This encryption method is a very complex technique. It is very easy to apply this technique to a small data. If we have a large data, it is very hard to manipulate the entire data. For this reason, data compression technique is used at the beginning, which drastically reduces the size of the file near to half that enables the algorithm to process the data, even more, easier and faster.
Thus, the time and space complexity are reduced tremendously. Since the complexities are reduced, it is proved by default that the algorithm is an efficient one to implement. The next part of this paper discusses the details of the implementation and simulation of the above-stated concept.
II. RELATED WORK
This model provides a way of approach to transmitting the enormous chunk of data in a more reliable and secure way. The encryption and decryption process that happens at the sender and the receiver end is due to the additional algorithm that has been used at both ends after the considerable reduction in file size. For reducing the file size, a new way of data processing is implemented before the encryption process. In addition, a form of source routing is used to transmit the data over the internet in various channels simultaneously [9] . This enables very less usage of the transmission lines. For greater reliability and reduced packet loss, Stream Control Transmission Protocol (SCTP) is used instead of Transmission Control Protocol (TCP) because of the high throughput [10] [11] . While implementing, we found that the file size has reduced nearly to half of the original, which further enables to process and transmit the data even faster [12] .
III. PROPOSED MODEL
We can demonstrate the process by considering a text file. Fig.1 shows a sample text file. The content of this file is converted into a stream of integers and stored in a separate file, see Fig.2 . This stream of integers is now converted into binary form. Fig.3 shows the binary equivalent of the original text. This binary text is now considered as a square matrix of size n*n and multiplied with a random matrix of the same size. This newly generated matrix is copied to a new file, which is further divided into columns by multiplying the whole matrix with the identity matrix of the same size as shown in Fig.4 . Each divided column is converted into a .bin file and is attached with a tag number. This capsule is now out for transmission through multiple channels from the router. SCTP is installed for transmission of these capsules of data over the internet. We try to implement all the modules using C language since every protocol is designed in C language. We can also use programming languages such as Java or Python, but the challenging part is, we need to write a socket program in such a way that it integrates this encryption coding with the protocol supported language. So it is easier to write all the programs, including the compression program in C language. We also added few modules along with this program to visualize all the operations that happen in the background which is depicted in Fig.5 and Fig.6 . The function of this module is to generate separate files at each stage. Each file has the same data in different format. A typical word processing application is used to show all these operations. This program is mainly used to see how the encryption and decryption happen but to see the protocol usage and request/reply operations; we can use applications such as Wireshark. The random matrix can be generated or defined manually. Sometimes, to perform more secure encryption, most of the encryption techniques use some special algorithm to generate the random matrix every time. By way of doing this, we can ensure that the encryption is even more stable and secured. 
IV. PROTOCOL USAGE
We also much concerned about the packet loss while transferring the data. Many transport layer protocols can be used for transmitting our data. The universally used protocol is TCP (transmission control protocol). This protocol is supported by most of the devices and web browsers. This protocol has built-in functionalities that resolve the packet loss, helps in making a secure transmission and supports many encryption techniques. If we use the traditional encryption techniques, TCP is the best protocol to be used since we do not have to configure the sockets and other such files but if we use any different protocol, every single module must be configured manually [13] [14] [15] [16] [17] . Different devices support a different set of protocols. Therefore, while choosing a protocol for any network connected application, we must have very extensive knowledge about the instrument we use, the platform we work on and the type of programming language we use [18] [19] [20] .
In our case, this data compression and encryption techniques are standalone algorithms, SCTP is supposed to be the best protocol to use since it has a very high throughput. We tried to implement our concept using TCP protocol. It worked fine with small amount of data. When the algorithm deals with significant amount of data or a data of large size, packet loss occurs at a very high rate. Since this encryption technique is a customized one, the regeneration of data after packet loss is highly impossible. This is so because the whole data is arranged randomly and jumbled many times. Thus, the data bits are modified. This modified data is then arranged as normal data and transmitted as a normal user data. Eventually, it is very hard to get back to the original data unless and until the destination system knows the decryption key [21] [22] .
To avoid the packet loss, we must use a protocol that has very high throughput [23] . In addition to throughput, the protocol must also have some other extra features that support secure transmission and reliable transmission. On analyzing the available set of commonly used protocols, SCTP is found to satisfy most of the requirements to support and enhance our concept [24] [25] . In addition, we found that the throughput in SCTP is comparatively greater than that in TCP. Also, SCTP is more reliable, message-oriented and infrastructure based transport layer protocol. The low throughput in TCP is due to the packet loss that happens during the hand over transmission, which will not occur in SCTP [26] . To override this issue, TCP uses proactive handoff method to increase the throughput of the wireless network showing poor performance. In the case of a wired network, this level of packet loss will never happen since it is an end-to-end connection type [27] .
Therefore, it is in high need to introduce a new methodology to transfer data at a very high speed with a very less packet loss. According to the study, it was found that the throughput enrichment in TCP proactive approach was 22% and the throughput enrichment in SCTP proactive approach is 36.8% higher than TCP.
The throughput enhancement in the case of the wireless network could be efficiently improved by applying multihoming and multi-streaming techniques of SCTP. The interesting part is throughput enhancement in the wired network cannot be improved anyway. Every protocol possesses an almost similar level of throughput. Since the internet is a Wide Area Network (WAN), we are supposed to deal only with the wireless network. If any malfunctioning in the interface occurs, the packet takes alternate interface to reach the destination and if out of coverage happens the interface will search for the nearest node to come into coverage area and make the transfer [28] [29] . The outcome of projected method was evaluated with TCP protocol, as well.
The comparative study of the outcome indicates the throughput improvement over the TCP protocol for the proactive approach was 22%, whereas the throughput enhancement in the same protocol increased the throughput for the proposed algorithm to 40%, which is a great number. Thus, SCTP can be a better protocol for user-designed algorithms. Fig.7 shows the packet structure of Stream Control Transmission Protocol. Every module of user data has its type and length. This length is mentioned in the protocol structure. Fig.8 shows the handshake in both TCP and SCTP. TCP possess 3-way handshake while the SCTP has a 4-way handshake. Every connection happens like a client/server relationship. Thus, one device makes a request to the other device while the device at the other end establishes the connection. SCTP uses cookies to establish a connection between two devices. The client performs cookie echo operation to the server whereas the server-side device sends back the cookie acknowledgment. This is the last stage to establish a connection between the communicating devices.
Once the client end device receives this acknowledgment, the connection is established and further data transfer is initiated. V. WORK FLOW 1. The data file is created. 2. All the characters in the data file are converted into integers. 3. These integers are then converted into binary numbers. 4. These binary characters are then arranged in a matrix form. 5. This binary matrix is multiplied by another random matrix, which is an encryption key. 6. Now, this newly generated matrix is split into columns by multiplying the whole matrix with each column of the identity matrix. 7. Now, each obtained columns are saved as separate bin files. 8. Each file takes up different paths and reaches the destination node. 9. At the destination end, all the bin files are combined into a single file using the tag numbers. 10. Once a single file is generated, the same encryption key is used here to decrypt the data. 11. Now the reverse process of the operation that happened at the sender end happens at the receiver end to obtain the original data.
The above shows the operation that happens at the sender end. Before performing this operation, file compression is done. At the receiver end, the reverse process of the above process is done to retrieve back the original data. We must also make sure that the same random key is used to decrypt the data received. We can also jumble the series of steps in Fig.9 , which will also result in the same data without any modifications. The pictorial representation of the whole concept is shown in Fig.10 . This concept can also be implemented without using the Dijkstra's algorithm because it does not affect much into the outcome. The Dijkstra's algorithm is mainly used to choose the path to transmit the data over the network. Since we use the SCTP, we do not have to work on it since this protocol goes through a step to make some changes in the transmission data to prevent it from packet loss.
This also helps in preventing the data from congestion control. Adding the Dijkstra's algorithm to this concept helps the sender to manually choose the path for each packet, which may be considered as an additional feature for this project.
VI. CONCLUSION
We have, in this paper, shared out the issues concerning security in next generation networks. The proposed model provides a methodology to share data from one place to another securely. Certain user customized encryption methods have been used for this. We first convert the message into binary code. Then we break this binary code into the form of matrices. Further matrices are made into separated columns and then multiplying it with the random matrix. We found multiplying the original matrix with the columns of identity matrix helps us to get each column of the original matrix. Then individual columns are transferred to the channel, which is not predefined. This channel can also be defined using the Dijkstra's algorithm, or it can be machine defined. However, the model we have used is more competent up to limited gigabytes of data. The model grows to be more complex and takes time when it deals with data in tetra bytes. This prototype works efficiently with a matrix size of 1024*1024. Increasing the size of the matrix more than this will eventually slow down the process of compression and encryption. If the complexity does not matter, then this concept is the best go for highly secured transmission.
Also, we have used of SCTP protocol which results in higher throughput, and as the path for transmission is not decided from the beginning, the packets are safe from the attacker as they are not traceable. The number of nodes and interfaces may be increased, and the proposed algorithm can be used and tested for effectiveness with different topology.
